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The NDB Scheme - Introduction

-

The NDB Scheme – Part IIIC of Privacy Act 1988 (Cth)

• The Privacy Amendment (Notifiable Data Breaches) Act 
2017 came into effect on 22 February 2018 established the 
Notifiable Data Breaches (NDB) Scheme in Australia: 

• Mandatory obligations for APP Entities to notify eligible data 
breaches:
 Australian Information Commissioner;
 Individuals whose personal information is involved.

• Assessment of data breach, if unclear whether eligible data 
breach occurred
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The main goal of the Act is to make sure that any person who carries out construction work or supplied related goods and services gets paid.The way that the Act does this is to provide a statutory entitlement to payment alongside any entitlement to payment under the contract.The Act has been described as a “dual railroad track system” one track is the fast track process of the Act.  The other track is the dispute resolution procedure under the contract.But Act and contract run in parallel. If the contract lacks teeth for the claimant, the Act fills the gap and gives the entitlement of the contractor some real bite.Where the contract may require dispute meetings and court proceedings before payment can be made, the Act provides a fast track interim solution where a disputed claim for payment can be decided by an adjudicator.The Act does not take away from the rights of the parties to have a fight in court where there is a dispute. The decision of the Adjudicator is not a final and binding determination on the parties.The decision leaves the ultimate dispute under the contract alive. The approach of the Act is that is provides a pay now argue later  process. 



Key Concepts

• Personal Information – What is it?

• APP Entities - Who must comply?

• Data breach – What is a data breach?

• Eligible Data Breach – Trigger for Notification

• Notification Obligations

• Data Response Plan
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Presentation Notes
The Act has a number of applications and consequencs.Its about abut reality testing expectations. This can happen in at least two stages of the process.The first reality test takes place when you prepare the claim knowing that you may have a dispute on your hands. It may be a variation claim. You did extra work, outside the scope of the contract, you received an instruction or least you thought you did, the extra work has cost you more money, you want to be paid.You may think that you have a great case, but when you put it together and start dotting all the eyes and crossing the t’s and put it out in the sun, the claim may not be all that good, you cant find the instruction, there is a question regarding the scope and you then actually find the  contract says that you have a time bar and you are out of time.The process of process of preparation if done properly will mean testing what you have done and assessing the  merits of the claim which will in many cases mean that you have to reassess your expectations of what can be reasonably achieved. Its about testing what you are saying.That’s the first round of reality testing.The second way is once you get your determination.As a claimant you think that you have ticked all the boxes for the claim before it is submitted, but the Adjudicator knocks you back because in his view there was no evidence that the work was in addition to the scope. Although not final and determinative of all the issues the determination of the adjudicator is a very helpful smell test because an independent third party has looked at the documents and arguments and has at least superficially formed a view which a court could also form some time in the future. This is very important from a Respondents point of view because if the Claimant gets up is there any points in the Respondent taking it further.The Act serves a very useful purpose as it forces the plays to closely look at their positions and rethink their expectations.. Decisions of Adjudicators can lead to resolutions and settlements simply by having a third party look at it



Key Concepts – APP Entities

Who Must Comply – APP Entities
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APP Entities
• Australian agencies and organisations 
• Annual Turnover of more than $3 Million
• Specific entities for example health service providers, 

trade in personal information, Tax File Number (TFN) 
recipients, credit providers and credit reporting bodies, 
contracting with Commonwealth (exceptions- employers)

Resource: OIAC Checklist for Small Businesses 
https://www.oaic.gov.au/agencies-and-
organisations/business-resources/privacy-business-resource-
10
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Key Concepts – Personal Information

What is Personal Information ?
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Privacy Act - Definition:

‘Information or an opinion about an identified individual, or an individual who is 
reasonably identifiable:
• whether the information or opinion is true or not; and
• whether the information or opinion is recorded in a material form or not.’

Examples of Personal Information:
• Person’s name, address or telephone number and date of birth;

• Medical records, bank account details or TFN,

• Commentary or opinion about a person
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Key Concepts – Personal Information

Sensitive Personal Information (S 6(1) ):
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• Information or an opinion about a person’s:
 racial or ethnic origin; or
 political opinions; or
 membership of a political association; or
 religious beliefs or affiliations; or
 philosophical beliefs; or
 membership of a professional or trade association; or
 membership of a trade union; or
 sexual orientation or practices; or
 criminal record.

• Health Information;
• Biometric Information for use of biometric identification (DNA, fingerprints etc).
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Key Concepts – Data Breach

When is there a Data Breach?
• Unauthorised access to or unauthorised disclosure of 

personal information or loss of personal information

 Unauthorised access – access by person not permitted 
to have access, for example a hacker obtain access to 
personal information on server

 Unauthorised disclosure – for example when personal 
information is inadvertently published by email or 
otherwise

 Loss of personal information - for example an 
employee leaves laptop on public transport
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Let me tell you about what the Act is not.Let me dispel some of the myths.Not about guaranteeing payment Although the Act talks about security it is a misnomer to think that the Act is about guaranteed payment.The Act does not guarantee the payment of money into the Act. The Act provides a process for recovery and enforcement of an entitlement. It  wont secure payment or put money in the bank.Not always inexpensiveUsing the Act is not necessarily an inexpensive option. There are costs in preparing claims and responses under the Act. In NSW some of the larger companies have dedicated staff dealing with Security of payment claims, particularly builders who received many payment claims under the Act on a daily basis.This means additional management and staff costs. But there are other costs directly associated for example with claims preparation. Depending on the size and complexity of the matter, it may be necessary for lawyers, or claims consultants or experts to be engaged. I must say in NSW and Queensland where I have also worked and dare I say the other states, a whole industry has developed to support the preparation of claims and defences to SOPA matters. There are costs involved in claims preparation and in each activity in the process and these costs can be significant.Not always easy to applyWhen you read the Act it seems simple enough. The Act is not long, appears logical with each step set out.But the Act does not cover all issues that may arise. 



Key Concepts – Eligible Data Breach

Pre- 22 February 2018 – No notification obligations

Three Criteria for Eligible Data Breach (from 22 Feb 2018)

1. Data Breach;

2. Data Breach must be likely to result in serious harm to 
one or more individuals;

3. Risk of serious harm could not be prevented by remedial 
action.

Objective Assessment – Test is that of a reasonable person in 
the position of the entity
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Eligible Data Breach – Serious Harm

• What is serious harm?
 No definition of serious harm in Privacy Act
 In context of a data breach may include physical, 

psychological, emotional, financial or reputational 
harm

Common Examples include:
 Financial fraud, including unauthorised

transactions
 Identity theft 

Serious harm is likely to occur, when the risk of serious 
harm to a person is more probable than not (rather than a 
possibility)
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Likelihood of Serious Harm

• NDB Scheme - non-exhaustive list of relevant matters to 
consider:
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• Type of Information • Security technologies used -
encryption

• Sensitivity of information • Likelihood persons obtained info 
may have intention to cause 
harm

• Security measures in place • Nature of harm

• Likelihood that security 
measures may be overcome

• Other matters
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Type of Information – Serious Harm

• Information with increased risk of serious harm

 Sensitive information – health information

 Documents used for identity fraud (Medicare Card, 
driver licence and passport details)

 Financial information 

 Combination of personal information
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Assessment of Eligible Data Breach

Two Thresholds:

1. Reasonable grounds to believe that eligible data breach 
has taken place Notify immediately

2. Reasonable grounds to suspect that eligible data breach 
has taken place  Assessment within 30 days
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Notification of Eligible Data Breaches

• Australian Information Commissioner

• Affected individuals

• Prescribed method of notification – Notifiable Breach 
Statement form

• Lodged online with Commissioner

• Individuals

 Notify all individuals; or

 Notify only individuals at risk of serious harm; or

 Publish notification on website.
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Notifiable Breach Statement

• Organisation Details

• Description of Eligible Data Breach

• Information involved in the data breach

• Recommended steps to reduce risk of serious harm

• Other entities involved (optional)

• Additional information, including date of breach, date 
breach discovered, primary cause of breach, number 
individuals involved, assistance provided to individuals at 
risk.
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Data Breach Response Plan

• Entity’s action plan for any data breach event

• Privacy Act requires APP entities to take reasonable steps 
to protect personal information – Data Breach Response 
Plan

• Limit consequences of data breach by fast response / limit 
reputational damage to entity

• Preserve and build public trust 
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Data Breach Response Plan

• Clear explanation of what constitutes a data breach

• Strategy for containing, assessing and managing data 
breaches

• Roles and responsibilities of personnel

• Documentation 

• Review and evaluate plan regularly
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Penalties for non- compliance

• Civil penalties for individual - $420,000

• Companies - $1.2Million

• Serious and repeated non-compliance with NDB Scheme

• Commissioner has acknowledged that it will take time for 
entities to become familiar with requirements of NDB 
Scheme – focus during first 12 months working with 
entities to ensure they understand requirements and are 
working in good faith to implement… 
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Conclusion

• NDB Scheme applies to APP Entities 
– 22 February 2018

• Consider measures to protect 
personal information 

• Data Breach Response Plan

• Online resources: 
https://www.oaic.gov.au/agencies-
and-organisations/guides/data-
breach-preparation-and-response
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Conclusion
Further NECA Legal Services

 Building Defects and Home Warranty Insurance Claims

 Commercial and Contractual Advice

 Debt Collection

 Representation

 Security of Payment Advice (SOPA)

 Training

 Workplace Health and Safety

 Workplace Relations -19-

Presenter
Presentation Notes




Contact NECA Legal

Stafford Poyser stafford.poyser@neca.asn.au
Solicitor/Director
Jacques Nel jacques.nel@neca.asn.au
Senior Solicitor
Marina Galatoulas law.clerk@neca.asn.au
Junior Solicitor
Margaret Ward:        margaret.ward@neca.asn.au
Legal Secretary
Jane Button
Consultant Solicitor
Jakov Miljak
Industrial Relation jakov.miljak@neca.asn.au

Telephone: 
(02) 9744 1099

Facsimile:  
(02) 9744 1830

Websites: 
www.neca.asn.au
www.constructionlawyersydney.com

Contact Us
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